Brewster Village EHR System – Attachment C (IT Requirements)

	Full Application Installation Client Workstation Requirements

	Operating Systems Supported
	

	Processor
	

	Memory 
	You can list the min – max, but also list the recommended amount for our configuration. 

	Network Card Speed
	

	Screen Resolutions Supported
	

	Hard Disk Space Required
	

	Monitor Requirements 
	

	Additional Applications Software and Versions
	Ex – java, browser settings, etc…

	Any known conflicts with:
	

	List software features that would require the installation of a full client software vs browser based access
	



	Browser Client Workstations Requirements

	Operating Systems Supported
	

	Processor
	

	Memory
	You can list the min – max, but also list the recommended amount for our configuration.

	Network Card Speed
	

	Screen Resolutions Supported
	

	Hard Disk Space Required
	

	Monitor Requirements
	

	Browser configuration requirements
	Ex – java, browser settings, cookies, pop-ups etc…

	Any known conflicts with
	

	Supported browsers and min/max versions
	

	Are any legacy browser features required
	

	Any hardware dependencies
	Does the app require access to camera, microphone, usb devices, etc.

	Network port or IP requirements
	Specific TCP or UDP ports, TLS versions, etc.

	Are there any known issues with VPNs
	

	Do you publish a browser support matrix
	Provide the matrix location



	Authentication/Program Requirements

	What are the supported authentication methods
	ADFS/SAML; EntraID – Provide the configuration setup/installation documentation

	MFA
	What MFA configuration options are available.  

	We have County employees that have AD/EntraID accounts and non-County employees that may not have AD/EntraID accounts.  Can this system allow both local and AD/EntraID account access?   
	

	If local accounts and AD/EntraID accounts are used, can differing types of MFA be configured
	County employees can use DUO while non-county employees can use another MFA authentication type

	Does the system have the ability to assign privileges by user/department/role?
	Will AD groups be able to be used for County employee security access.

	Describe the process to terminate or end sessions immediately in case of security incident or employee termination
	

	If an AD/EntraID account is created, removed, or disabled does that change take effect immediately or is there a sync that needs to occur.  If there is a sync, then what is that interval.
	

	Does the solution provide geolocation and/or device intelligence capabilities to detect and respond to anomalous authentication events, including impossible-travel scenarios? Please describe.
	

	
	



	On-premise Server Requirements

	Number of Servers Required
	

	System supported on VMWare (list supported versions)
	Yes/No  VMWare:

	
	

	Application supported on Citrix  (list supported versions)
	Yes/No  Citrix:

	System supported on SQL (list supported versions)
	Yes/No

	SQL versions supported for migration (list supported versions)
	

	
	



	On-premise Server Requirements

	Sever Name/Purpose
	

	Operating Systems Supported
	

	Processor
	

	Memory
	You can list the min – max, but also list the recommended amount for our configuration.

	Network Card Speed
	

	Screen Resolutions Supported
	

	Hard Disk Space Required
	List disk layout preferred and sizes

	
	

	Additional Applications Software and Versions
	

	Other Requirements: 
	

	
	

	
	


Feel free to add additional pages for as many servers as required for your suggested best practice configuration.  


	Cloud Security Requirements

	Data must be stored on servers only in the US
On which cloud provider(s) and regions is the system hosted
	

	Which security frameworks does the solution align with
	

	How often are third-party penetration tests performed, and are summaries available
	

	How is the data encrypted?  In transit? At rest?
	

	What audit log abilities are included
	

	How long are logs retained by default? Can they be retained for 7 years?
	

	Does the system send any sort of email
	

	What is the incident response process if customer data is impacted
	

	What is the customer notification timeframe for security incidents
	

	[bookmark: _GoBack]Are production, test, and development environments logically separated
	

	How are vulnerabilities identified and prioritized
	

	Are customers notified of vulnerabilities that impact them? What is that notification process?
	

	How frequently are backups performed and tested
	

	How are outages communicated to customers
	

	Is MFA enforced for all privileged vendor accounts
	

	Are background checks performed on staff with access to customer data
	

	Can customers export data in a usable formats
	

	Are there fees or restrictions associated with data exports
	

	Does the system have the ability to hide and restrict edit access to data fields from screen views based on roles and permissions
	

	What guarantees exist for secure data deletion after termination of services
	

	Provide a document that explains how licensing works
	

	What is the duration of the average downtime and is downtime necessary for system updates or other maintenances
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